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Example 3

The following are the reasons for suspiclon that the business activities of a number of legal persons shown
below {over 15 legal persons, represented by the firm icon in the below diagram [A, B etc.]] have no clear
economic purpose:

» Daily transfers of funds from the bank account of one legal person to the bank account of another |
business entity in rounded amounts which are slightly below the transacton reporting threshold .

¢ Fictious invoicing of goods and services is performed by business entities shown in the diagram [ ) l

= Following the transfers to several accounts, the funds are mostly withdrawn in cash In order to l

ochscure the money trail

= The same naturzl persons are authorized to use the accounts of 8 number of business
entities from which they withdraw cash.

Inspection of business activities of the legal persons carried out by the Tax Administration and the Ministry -
of the Interior has shown that the business cooperation between the entities from this example was r "\
fictitious and that no goods or services have been traded, while it remains unknown for what purposes the iroup for monit

money was spent. It is assumed that the funds, that had previously been withdrawn |n cash by a number of
legal and natural persons for a certain fee, were returned to the depositors, also in cash, thus avoiding taxes king sec t and in ot bligors  }
and constituting elements of the money laundering offence. The firms in this emample were all newly estab- s /

lished and had accounts opened with a number of banks.

Chart: APML's organigram
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Legal AML/CFT framework of the Republic of Serbla

The first Law on the Prevention of Money Laundering, which criminalized money laundering, became appli-
cable on 01 July 2002. The Serbian fnancial-intelligence unit [FIU), which was then known as the Federal
Commission for the Prevention of Money Laundering, became operational on the same date.

The FIU Is defined os o cemiral notionol ogency responsibile for recelwing, anolyzing ond
exchange of financial intelligence, which intensively cooperates with the competent cuthori-

ties both notionolly and internotionally.

Following the promulgation of the Constitutional Charter in 2003, the Federal Commission for the Preven-
tion of Money Laundering became an administrative body within the Serbian Ministry of Finance and
Economy, which makes [t an administrative type of FIU, As of the adoption of the Law on the Prevention of
Money Laundering in December 2005, Serbian FIU has been established as an Administration far the Presen-
tion of Money Laundering operating as a separate body within the Ministry of Finance.

Based on the Law on the Prevention of Money Laundering and Terrorism Financing (AML/CFT Law), the
APML collects transaction data, information and documentation sent by obligors and State authorities,
performs analyses and keeps records of the data and documentation. In case of suspicion on money laun=
dering or terrorist financing with respect 1o a person or transaction, the APML disseminates such Informa-
tion to the competent State authorities [Prosecutor's Office, courts, Minlstry of Interior) in order to under-
take actions and measures within their competence,

Having in mind the role that it plays in the AML/CFT system as a whole, the APML follows 2nd applies all
International standards In the area. The APML seeks to develop not anly its own capacities but alsa those of
the other segments of the Serblan AML/CFT system. The capacity is developed through permanent training
of APML's staff, employees of other State authorities, and obligors specified in the AML/CFT Law, as well as
through upgrades of technical capacities for data collection, analysis and exchange, and record keeping.

The National Strategy against Money Laundering and Terrorism Financing (AML/CFT Strategy) is a key
document recommending measures to improve the extant AMLICFT system, The recommendations draw
upon the analysis and description of situation and criminality trends, and apply to the legislative, institu-
tional, and operational levels. The responsibility to supervise the implementation of the AML/CFT Strategy
lies with the Standing Coordination Group [SCG), whose chairman & a Finance Mimistry's state secretary,
The SCG comprises representatives of the APML, Ministry of Justice, Ministry of Interlor, Customs Adminls-
tration, Tax Administration, Forelgn Exchange Inspectorate, Games of Chance Administration, Mational Bank
of Serbia, Securities Commission, Security Infarmation Agency, Ministry of Defense, and Ministry of Foreign
Affalrs.

Example 2

Subjects:
= Non-resident natural persons A, B, and D open foreign currency bank accounts in three Serbian
banks |sea diagram).
*= Resident natural persan C is authorized to use the accounts of non-resident natural persons A and B.
* Resident natural person £ is authorized to use the non-resident foreign currency bank account of
nan-resident natural person D.

Common for all the incoming transactions to non-resident foreign currency accounts of the persons A, B, and
[ is that they originate from off-shore destinations, l.e. from countries which do not apply AMIL/CFT
standards, These transactions have a clear economic purpose either, because exporting textile products
from Serbla to a country where such products are several tmes cheaper than in 5erbia makes no sconomlc
SEMNSE,

Matural person C who is authorized to use the accounts of natural persons A and B withdraws funds exclu-
sively from their non-resident forelgn currency bank accounts. In addition, natural person E exclusively with-
draws cash from the foreign currency account of natural person D.

The fact that the above firms 1, 2, 3, 4, and 5 appear as originators of funds in case of all three non-residents
brings these three natural persans into connecticn.
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7. Anatural person deposits a large amount of money for his life insurance and the insurance of his property.
After a while, he cancelds the contract and pays the penalties, or pays one-off premiums where the insured
persan and the beneficiary of the insurance is a third and non-related person

after having paid the premium for several months this person sbops making any further payments with no
valid explanation. Based on the contract, the person starts paying penalties, loses part of the funds, while
the remmaining money can be laundered through legal channels,

Typologies

The foliowing examples illustrate some complex and often very well disguised links in money trails, links
between natural and legal persons, az well as other relations that the APML analyses in order to identify all
relevant data and persons which may be related to money laundering or terrorist financing. The examples
are visually processed using the "2 softwane,

Example 1

# Matural person XY deposits funds, almost on a daily basis, into accounts of 2 number of natural persons
in small amounts that are considerably lower than the required threshold for reporting to the APML

= Bank has no knowledge of the origins of the deposited money, nor any data concermning the business
activities of the natural person depositing the money.

# The funds are withdrawn at ATMs abroad, Immediately after the depositing, In more than one dally
transactions and in the maximum allowed daily amounts,

+ |t is assumed that the payment cards, [ssued to the holders of the accounts, have been given to other
persans who withdraw the money from ATMs abroad on a daily basis.

#= The identity of the persons withdrawing the money |5 unknawn.
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Reporting requirements under the AML/CFT Law

Ohligors listed in the AML/CFT Law are required to report cash transactions (depositing and withdrawing)

in the amount of EUR 15,000 or mone in RS0 promptly and no later than three days from the date when the
transaction is executed.

The abligor 15 required to report to the APML in all cases when it suspects maney laundering or terrarist
financing concerning a transaction or customer. In order to recognize suspicious transactions, the obfigors
are required to apply red-flag Indicators doveloped by the APML and publishied on APML's website at
hitp:/ fwwwapml.org.rs

IT systemns for data exchange, processing, and analysis

The APML wses an 1T software called TMIS (Transaction Management Information System) which provides
for electronic receipt of data from obligors, interactive filling in of specified forms, sending and receiving of
data through a secure Inbernet connection, as well as exchange of data and statistics concerning the obligors,
ThLS allows for a possibility to use advanced analytical tools for data analysis, while puaranteeing the secu-
rity of the reporting process and record-keeping.

The 'i2" is another tool used by the amabysts in their work on cases. This tool makes visual preseptations of
data, revealing relations between persons and transactions.,

I late 2009, the APML introduced a modern document and case management software solution, thus
enhancing Its efficiency and pedormance as well a2 orgapdzation of its workload. The document and case
management software is adapted to APML's specific reguirements and needs. By implementing this
software solution, the APRL's functioning kas been technically upgraded allowing for an electronic process-
ing of dotuments and cases from the point of arrival of a document in the APML to the final report that the
AFML produces, The software has been developed as a result of cooperation between the APML and a
Serbdan ICT institute.



International cooperation

In 2003, the APML became a member of the Egmont Group, an international entity gathering together 116
financial-intelligence units (FiUs). The membership facilitates the exchange of financial imtelligence using a
secure website, while respecting international standards, induding the principle of reciprocity and secrecy
of data. Uintl April 2010, the APML signed 13 memorandums of understanding (MOUs| with other fimancial-
intelligence units and initiated a number of other signing procedures, which stands as evidence of a good
professional cooperation and APML's contribution to intermational AML/CFT efforts,

To date, MOUs howve been signed with the following Filis; Mocedonia, Remania, Belgium, Slovenia,
Montenegro, Albonia, Georgia, Uvraine, Bosnla and Herzegowving, Crootic, Bulgeria, Pelond, the

Uinfted Stotes of America, the United Arob Emirates, Russion Federotion, San Marino, Greece, Lithu-
ania, and Canada, while the signing of MOUs with Mexico, France, ltoly, and Aruba is under wiay.

Heads of FiUs of the countries in the reglon agreed, in the joint Regional Protocal signed in 2008, to meet at
least once a year in order to improve FIU cooperation and work on cases of mutual interest. To date, several
such regional meetings have been held, with Serbia hosting the 2010 meeting.

As a Council of Europe {CoE) member state, the Republic of Serbia is active on the CoE MoneyVal Committee
(MONEYVAL — Commities of Experts on the Evaluation of Anti-Money Laundering Measures and of the
Financing of Terrorism) which is a key AMLUICFT body. Serblan delegation comprises representatives of the
APML, Ministry of Justice, Minlstry of the Interior, and National Bank of Serbla. MoneyVal Committee func-
Hons based on mutual evaluations of AMLICFT actions and measures undertaken by the member states. The
evaluations are conducted by teams of experts In law, police matters, and finance, coming from all countries
of the Councll of Europe. A third-round evaluation of the Republic of Serbia started in May 2009,

The most frequent money laundering schemes in Serbia;

The persons laundering money using various transactions to disguise their criminal activities undermine the
econamy of the country and directly affect legitimate business activities. The most freguently used money
laundering schemes in Serbia are reflected in the list of indicators used by the obliped entities to recognize
suspliclous transactions,

* Misuse of loons given by natural persons to legal persons

= Over-invaicing of goods in exports, or under-invaicing in imparts in order ta bring 'dirty” money into or
take It aut of the country

= Notural or legal persons toke loans with 100% deposit, and repoy them prematurely a5 o general rufe

= Funds are transferred from affshore destinatfons, the stoted purpase of transoctions belng Inherltance,
sole of shave in co-owned firms, sale of property locoted obroad, dividends, efc

= A legol person deposits lorge omounts of money into o bank occount opened in on offshore destination,
Stated purpose of transfers are marketing services, busimess premise sale or rent, orgeniestion af falrs,
market research or entry into o foreign market;

® Severol notwral persons open accounts in @ number of bonks and maoke transoctions among themsalves,
wihile the transoctions are described as payments for sendces rendered, and the person authorized to use
the oocounts is oflwoys one and the same person

= Dvertaking of jolnt stock componles by the so-ralled front companles which do [ on beholf of investors
who usually belong to organized criminal groups. These front companies buy shares often using the funds
roised by toking loans from numerous natwral persons that are linked to criminal investors. Such shores
ore subsequently transferred to the investors [beneficlal owners] or persons Nnked to the imnestors
{beneficlal owners),

SOME REGIONAL FEATURES
1. Loan by natural persons (owners or founders) to the legal person

The applicable Serblan legislation provides that a loan i permitted, unrestricted and non-taxable, Thus, It
often happens that a 'rich owner' (founder) gives a loan for liguidity to his not-so-swccessful firm, while not
Increasing the firm's nominal capital. This makes it possible for the owner to imeest money which may have
criminal origing or which has not been taxed. Such money can be then withdrawn from the bank sccount of
the firm at any time with no repercussions. The APML has given some recommendations as to how to sanc-
tion this farm of financing one's own company.

2, Cash withdrawal from the bank account of a legal or natural person is carried out In the presence of the
beneficlal owner of the funds

There are cases when the fictitious owner s a person of problematic behavior and bad reputation (for
instance, drug or alcohol addicts), while the beneficial owner takes advantage of such a situation in a skillful
manner and manages his business. In this way, for instance, the beneficial owner can deposit funds into his
firm's bank account under various purposes, Including trade in goods and services. Not long afterwards,
these two owners appear together in the bank where the fictitious owner withdraws cash and immediately
hands it over to the beneficial owner. In some such cases the APML has used Its authority to block the bank
account for 72 hours. The owners would then start to panic producing fake bills of exchange for enforced
collection as a way to withdraw the money, and often threatening the bank officer,

3. A Serbian legal person transfers funds to a bank account located in an offshore destination, describing
them as payment for marketing services, business premises sale or rent, organization of falrs or entry Into
fareign markets

A construction firm (Investor) hires and pays an offshore firm to Intermediate in a search for a buver or
renter of residential or business premises which is not economically justifiable having in mind the high
demand for real estate In almost all of Serbia.

4. Incoming transactions from offshore destinations where the stated purposes of transaction are Inheri-
tance, sale of shares in co-owned firms, sale of property abroad, dividends, efc

In a great number of these cases the money generated from crime and was transported ilegally out of Serbla
during the 1990s sanctions against Serbia, while it Is now coming back to the country on apparently legiti-
mate grounds,

5. Loans approved in a foreign country are withdrawn In Serbia in cash

The borrower provides unconvincng answers to the bank officer concerning the ownership and origins of
the funds received as loan. In this case, the borrower is probably related to the creditor in order to bring
back {o the country the funds that had previously been acquired in a suspiclous manner and llegally taken
out of the country.

B, Non-resident natural persons do business thraugh their own bank accounts, which often happens in the
construction business

The author of such a suspicious business gathers together a group of associates and makes an agreement
with them to appear as flctitious investors in a construction of a residential bullding with more than one
apartment. The arganizer does all negotations with contractors and purchases construction material, All the
transactions relating to the construction of the building and purchase of the material are made through
personal bank accounts of the natural person — organizer of the business. Following the construction of the
building all the individual ‘owners' of the apartments, all of a sudden, sell their apartments generally for cash
which they then hand over to the main organizer, while they may be given a small fee for their participation
in the schame.
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